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1 VYBona

DES je jeman ox mmdapcKux CUCTeMa KOJH je MMAao HajBUIEe yTHUIaja Ha Pa3BOj MOJIEPHE
kpunrorpaduje. [Hupoko je kopuirheHn mopes OCTAJIOr 38 HEBOJHY KOMYHUKAIIN]Y BJIAIHHUX
oprana y CAJl, kao u y KoMepIijaJiHe CBpxXe. 3aMerbeH je HoBuM crauigapiaom AES, jep je
3001 Jy2KMHE KJbyda OJ cBera H6 OuTa m 300T HAIpETKA TEXHOJIOTHje IeHa Hamala IpPyooM
cuioM (ucnpobasame cBux mMoryhunx K/bydesa) mocraja masa. [perusauje, aaropuram DES
ce U Ja/be KOPUCTU, AJIN Y BAPUjaAHTH Ca YIBOCTPYUICHUM KJbYUIEM.

DES Cracker je mammna KojoMm je mpumenoM rpybe cuse asroputam DES pa3bujen 3a 22
cata u 15 munyra. Marmmna je KoHcTpyrcana Kao Kanauaar 3a takmudaeibe " DES Challenge
IIT" na kome je ocBojusia npso Mecto |5, 6.

Mazxeler Technologies je jemna o Bojehux KOMIIaHMja KOja MIPYy2Ka PeIIeha 3a MPOrpaMu-
pambe Ha HuBOY Xap/sepa (FPGA). Takas HaduH nporpamuparbha oMorylhyje mapaseausarmjy,
OJTHOCHO BeJINKO yOp3aBaibe m3padyHaBamba, y3 OMTHO CMambeH yTPOIIaK eJeKTPUIHE eHep-
ruje. Maxeler je pa3Buo pasHOBpPCHE apXUTEKTYpe KOje ce KOPHUCTe Y 3aBUCHOCTH O] TOTpeba
KOPUCHUKA.

[lwp pajga je mpakTudHa peaju3allija Halaja ca MO3HATHM MapoM (OTBOPEHH TEKCT,
mudpar) Ha cucreM DES aqropurmMoM rpybe cuiie, prdeMy ce 3a MapaJesin3aliujy KOPHCTH
mepcoHaTHU padyHap ca kaprturiom Maxeler. 3a pa3Boj mporpama KopHuIheHa OKpYKeme
MaxIDE ca npesoguoriem MaxCompiler, Koju Ha OCHOBY KOJia HAITUCAHOT HA BUCOKOM jE3UKY
reHepHIle Xap/IBePCKy UMILIEMEHTAIIN]Y.



2 Anropuram DES

DES (Data Encryption Standard) je asropuram 3a mudpoBarbe KOjU je HACTAO CEIaM-
JleceTux rojiuHa JBajieceTor seka y IBM-y kana je uncruryr NIST (enr. National Institute
of Standards and Technology) oTBopro KOHKypC ca nubeM j1a J00Hjy ajaroputam 3a Mmudpo-
Bame Koju he OWTH curypaH, JOCTYIIaH CBUMA, jeJHOCTABAH M JeBTUH 3a MMILJIEMEHTAIIN]Y.
[Touerna Bepsuja anopurma Kojy je IBM upemmoxuo 3ana ce Jlynudep (enr. Lucifer) u
nMaJsa je k/byd Besmaune 112 ourosa. [locre nerasbne anaiuze Koje cy CIPOBENHM Yy YHCTHU-
tyry NIST opnmydusu cy Jia HAIpaBe JiBe U3MeHe ajaropurma y gorosopy ca [BM-om. IIpsa
je bua 1a ce mpomene cyOCTHTYIMOHUX Tabelie Koje ce KOPUCTe 3a MepMyTalujy OuToBa y
TOKY aJIKOPUTMa, & JIpyra je Omia Jjia ce K/byd cmamu ca 112 na 56 butosa. Mako cy y nncru-
tyTy NIST Tpakuau jga aaroputam Oyjie MITO CUTYPHU)U j1a OM MOTao Jia ce KOPUCTH YaK W
y Baajn Cjeaumennx JpKaBa OJIYUN/IN Cy Ce 33 0Baj KOpPak M3 cTpaxa Ja Ou ocrae BJaje
MOTJIE J]a UCKOPHUCTE OBaj ajroputam npotuB mwux. DES je nocrao cranpaps 23. HoBeMOpa
1976. roguue. Mako crap, oBaj ajropuraM yCIIENTHO OJI0JeBa KPUIITOAHAIN3H J10 jaHac [1].

2.1 Ilomena oTBOpeHOTr TeKcTa Ha OJIOKOBE

[Ipummkom mmdpoBarma BEJUKOI OTBOPEHOI TeKCTa (HMOpYKe ca IyHO KapKTepa), Io-
TpeOHO je oI TUTH OTBOPEH TEKCT Ha BuIle 6JIOKOBa. Y ciaydajy agropurma DES orBopenn
TeKCT ce jiesin y 6JiokoBe Bestmanse o o 64 6ura. [Tocroju Buie naunHa mudpoBamba (eHr.
mode of operation) orBopenor rekcra kopucrehin nojessene 6yokose: ECB (Electronic Code
Book), CBC (Cipher Block Chaining), PCBC' (Propagating Cipher Block Chaining), CFB
(Cipher Feedback), OFB (Output Feedback) i CTR (Counter). Caku oy HaBeICHIX HAUNHA
3a MmudpoBame OJJOKOBA OTBOPEHOTI TEKCTA jé CHMETPUYAH, ITO 3HAYU A Ce KJbYUIeBU KOjU
cJIyzKe 3a MmudpoBame 0OTBOPEHOI TeKCTa KOpUCTe U 3a JermmndpoBame mudpara [2].

ECB (Electronic Code Book) (cimka 1) je jeman ox HadmHa mmdpoBarba MOE/HEHOT
OTBOPEHOI' TEKCTa Ha OJIOKOBE TAKO MITO ce cBaku OJoK mmdpyje 3acebuo. Onaj naumn
mudposarma 6JIOKOBa OTBOPEHOT TEKCTa C€ XaP/IBEPCKU JIAKO UMILIEMEHTHPA 3000 TOra IITo
ce cBak; OJIOK OTBOpEHOI TekcTa mmudpyje 3acedbHo. MehyTum 300r ocobune ma ce cBaKu
OJIOK OTBOpPEHOI' TeKCTa IMudpyje 3acebHO HUje TPENOPYU/bUBO KOPUCTUTH OBaj HAYUH jep
nocroju MoryfiHOCT Jia ce rpyboM CHIOM TapasiesHO HalaHy Hoje/beHn 6JI0KoBU [2].

OTBOREH TEHCT OTBOQPEH TEHCT OTBOPEH TEKCT
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Cmuka 1: [Mludposame nojgebennx 6/10k0Ba Kopunihemwem ECB

CBC (Cipher Block Chaining) (cimka 2) je curypHuju HaduH mMudpOBaba MOIE/HEHUX
0JI0KOBa, OTBOPEHOI' TEKCTa 3a Pa3JIUKy O IPETXOJHO HABEJICHOI HAYMHA 3a IIH(pOBabE



610K0Ba orBOpeHor Tekcra KCB. CBC 3a mudposame 6JI0Ka OTBOPEHOI TEKCTa KOPUCTH
mndpat J001jeH o1 MPEeTXOAHOT 0JI0Ka OTBOPEHOI TEKCTa, JIOK Ce IIPBU OJOK OTBOPEHOT TeK-
cra mudpyje KopuihemeM HHAIIATHOT BeKTopa (6s10Ka) jep mpeTxoHu OJIOK He IIOCTOjH.
Xap/BepcKa HMILIEMEHTAIja OBaKBOI HAUYMHA IUQPOBaiba OJJOKOBA OTBOPEHOI TEKCTa je
TexKa y OJIHOCY Ha mpeTxojHo onmcanu HadnH ECB jep ce mmudpar 6/10Ka He MOKe N3pady-
HATH JIOK HUje no3Har mmdpar nperxoaHor 6/oka |2, 3.

OTBOPEH TEKCT OTBOPEH TEKCT OTBOPEH TEHCT

[ITTTTTTITTTTT] OTTTTTTTTTT [ITTTTTTITTTTT]
WHUUMjENHK BerTop |IV)
OO — R — — .
EHERMMUM]E EHERMNUM]E EHERMNUM]E
Riby > Gnoka KBy ? Gnoka FrBy > Gnoka
[TTTTTTTTT7T1] OTTTTTTTT7T [TTTTTTTTT7T1]
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Cmuka 2: [Mludposame nogebennx 60koBa Kopumihemem CBC

PCBC' (Propagating Cipher Block Chaining) (camka 3) je nauns mudpoBama I0/ebe-
HUX OJIOKOBA OTBOPEHOT TEKCTa Y OCHOBH CJIMYAH Ca MPeTxXoHo HapejgeHuM HaduaoM CBC.
Jenuna pazmuka uzmehy PCBC u CBC' je to mto ce 3a mudpoBaibe 0JI0KA OTBOPEHOT TEK-
cra y PCBC nopen mmudpara 1001jeHOr O IPETXOTHOr OJI0Ka OTBOPEHOI TEKCTa KOPUCTH
u cam OJIOK mpeTxoHor oTBopeHor Tekcta. PCBC jomr yBek Huje CTaHIapIN30BaH UAKO je
kopurihen y anropurmy Kep6epoc 4 (enr. Kerberos 4) [2].

OTBOPEH TEKCT

TTITTITTTTM
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OTTTTTTTT7T7 &P & & & &
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[TTTTTTTTTTTT] OTTTTTTTTTT [TTTTTTTTTTTT]
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Cmuka 3: IIudposame nogemennx 60koBa Kopuithemem PCBC

CFB (Cipher Feedback) (ciuka 4) je naunn 3a mmudposarbe HOIe/beHIX GI0KOBa OTBO-
PEHOT TeKCTa KOjU KOPUCTH TICEYJIO-CJIydajHU TeHepaTop MPUINKOM ImudpoBama. [lovernn
kopak y naunny CFB je na ce mudpyje rnceyno-ciaydajHi BEKTOP Ha KOJU Ce IOTOM, JIa
6u ce ;00O MMU@pAT, KOPUCTU ONEPATOP EKCKIY3UBHO WU CA MPBUM OJIOKOM OTBOPEHOT

TeKcTa. ocTaju mudparu 6JJOKOBA OTBOPEHOT TeKCTa ce J1o0ujajy Kopuiinhemem 1mmdpara
IPETXO/HOT OJI0KA OTBOPEHOI TEKCTa [2].
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Cruka 4: Iludposame nogebennx 6ji0koBa Kopuithemem CFB

OFB (Output Feedback) (cimka 5) je Hauns mudpoBamba 6JI0KOBa OTBOPEHOT TEKCTA KOjU
je camyan nperxonHo HapegeHoM HaumHy CFB. Pasnuka je y Tome miTo ce 3a mmdpoBame
6J10Ka He KOpPUCTH Iudpat MpeTxoaHor 6/ioka, Beh BpeIHOCT Koja je Oujia mpe m3BpIaBarba
orepaTopa eKCKJIy3UBHO W ca 6JJ0KOM oTBopeHOr TekcTa. I1ITo 3HaYM J1a 3aBUCHHOCT IIH-
dpoBama 6J10Ka OTBOPEHOT TKCTa U MPETXOHOT OJI0KA OTBOPEHOI TEKCTa He MOCTOju. 360T
nperxo/Ho Hasegere ocobune OFB je pamus na Hanaje [2].

WHMUMjanHK BekTop (1V)

TTITTTTTTTT

[ R T

eHEpUALM]E EHHEpMNUK]E EHEpUNUM]a
HiBYM Gnoka KBy Bnoka firey Bnoka

OTBOPEH TEHCT OTEOREH TEHCT OTBOPEH TEHCT

Ciuka 5: [Mludposame noje/benux 610koBa Kopuiithewem OFB

CTR (Counter) (ciuka 6) je Hauns mdpoBama 6JIOKOBA OTBOPEHOI TEKCTA KOJH jeé BPJIO
canvaH HadnHy 3a mudpoBambe 010koBa CFB. 3a pasmuky ox CFB, C'TR He KopucTu Iim-

dpaT nperxoaHOr 6JI0KA OTBOPEHOI TEKCTa 3a padyHame HapeHor Beh Kopuctu 6pojat 6J10-
KOBa [2].

CAyYajHa BpeaHocT Gpojad cny4yajHa BpeaHocT  Gpojay cnyyajHa epegHocT  Bpojad
c59hcf35.. alelalalatelels] ¢59bcf35.. Beoeeeal c59hcf35.. geeeeee2
OTTTTTTTT7T7 [OTTTTTTI7TT OTTTTTTTT7T7
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Cruka 6: [ludposame nojgebernx 6/10k0Ba Kopumihemem CTR



2.2 Omnwuc agropurma DES

DES je cumerpuaau OJIOKOBCKE ajroputam Koju mudpyje 6,iokose Besimanne 64 6ura 1mo-
Mohy kipyda Besmunte 64 6ura (56 6uTa Koja ce KopucTe Kao Kbyd 1 8 6ura Koja ce Kopucre
3a nipoepy ). Cacroju ce o 16 pynau (nuKIyca) Koje KOpHCTe KOMOMHAI]e ADUTMETHIKIX
U JIOTHYKHUX omeparmja [1].

2.2.1 TI'enepucame KJbydeBa

Anropuram DES xopuctn cumerpuann k/byd K om 64 6urta ox Kora ce remepurry 16
KJbydeBa oJ1 o 48 6uTa Koju ce Kopucte 3a mudpoBamibe n jgemudpobame. CBakn o 16
KJby4eBa ce KOpUCTH y 1ocebnoj pyuau [11].

K = (617627 "'7664>

Kiyu K ce nobuja tako mro ce Ha Kbyd K npumenu rnepmyranuja PC — 1

pPC -1
? 1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13 | 14
PC1(i) | 57 | 49 | 41 | 33 | 25 | 17 | 9 1 58 | 50 | 42 | 34 | 26 | 18

pPC -1
? 15116 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28
PC1(i) | 10 2 59 | 51 | 43 | 35 | 27 | 19 | 11 3 | 60 | 52 | 44 | 36

pPC -1
0 29 1 30 | 31 | 32 | 33 | 34 | 35 | 36 | 37 | 38 | 39 | 40 | 41 | 42
PC1(i) | 63 | 55 | 47 | 39 | 31 | 23 | 15 | 7 | 62 | 54 | 46 | 38 | 30 | 22

PC -1

PC1(i) | 14 | 6 | 61 | B3 |45 | 37 | 29 | 21 | 13 | 5 | 28 | 20 | 12 | 4

K(] = PCl(K) = (6577649, ...,64)

Bamaxka ce ga cy u3 nepmytarnuje PC' — 1 m3ocraBbern outosu 8, 16, ..., 64, To je 3aT0
IIITO Ce OBM OMTOBM KOPHUCTE CaAMO KAaO KOHTPOJIA HApPHOCTH. 300r TOra IITO Cy M30CTAB/HEHHI
oBU OUTOBU KJ/byd K cajpxKu H6 Oura.

Kmyua Ky ce nenn Ha JieBy u JiecHy 1o10BUHY o 110 28 6uta Cy u Dy.

Co = (657,6’49, ---7636)



Dy = (663, €55, -1y 64)

Ha ocnoBy mobujerux Cy u Dy paayna ce C, u D, 3a 1 < n < 16 Tako IITO ce CBaKH
nap C, u D, padyna kopucrelin nmomepamem y seBo mnperxoguor napa (C,_; u D, 1) 3a
osipehenn 6poj butoBa jart y Tabemu Bl.

BI
ureparmja 1 1 2 3 4 ) 6 7 8
6poj rmomepaja y
o BI(i) 1 1 2 2 2 2 2 2

BI
uTepanuja ¢ 9 10 [ 11 | 12 | 13 | 14 | 15 | 16

6poj rmomepaja y
neso BI(i)

C1 = Cy < BI(1) = (es7, €ay, ..., €36) <K 1 = (€49, €41, ..., €57)

016 = 015 < B[(lG)

Dy = Dy < BI(1) = (es3, €55, ..., €4) < 1 = (es5, €47, ..., €63)

Dy = Dy5 < BI(16)

[Torom ce oj cBakor napa C, u D, 3a 1 < n < 16 nepmyrtanujom PC — 2 1o6uja K/byyd
K,

pPC -2
l 1 2 3 4 D 6 7 8 9 10 | 11 | 12
PC2(i) | 14 | 17 | 11 | 24 1 5 3 28| 15| 6 |21 |10

pPC -2
l 13|14 |15 |16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24
PC2(i) | 23 | 19 | 12 4 26 8 16 T o127 |20 | 13 2

PC -2
l 25 |26 | 27 | 28 | 29 | 30 | 31 | 32 | 33 | 34 | 35 | 36
PC2(i) | 41 | 52 | 31 | 37 | 47 | 55 | 30 | 40 | 51 | 45 | 33 | 48




pPC -2

37

38

39

40

41

42

43

44

45

46

47

48

PC2(i)

44

49

39

56

34

93

46

42

20

36

29

32

[Hepmyraruja PC' — 2 mpaBu cesekmujy 48 O6urta o moderHux 56.

Klﬁ - PCQ(CH‘, + DlG)

2.2.2 IIIudpoBame mopyke

Kl = PCQ(ClDl) = PCQ((€49, €41, ...,657)(655, €47, ---7663>> =
P02<(616, €24, ...,€8,€12, €90, ..., 64)) = (610, 651, ceny 631)

Heka je M nopyka (oTBopeH TekcT Koju Tpeba mudpoBaTu) oj Koje MpOIyIITambeM KPOo3
asroputam DES tpeba j1a ce jobuje mmdpar.

Ha nopyky M ce npumemsyje nauiujaana mepmyrtanuja [ P.

M = (61762, ceny 664)

1P
1 1 2 3 4 5 6 7 9 (10|11 (12 |13 |14 | 15| 16
IP(i) 58 | 50 | 42 | 34 | 26 | 18 | 10 60 | 52 | 44 | 36 | 28 | 20 | 12 | 4
IP
1 17 |18 |19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31 | 32
IP(7) 62 | 54 | 46 | 38 | 30 | 22 | 14 | 6 | 64 | 56 | 48 | 40 | 32 | 24 | 16 | 8
IP
1 33 |34 | 35 |36 | 37 |38 |39 |40 |41 | 42 | 43 | 44 | 45 | 46 | 47 | 48
IP(i) 57 149 | 41 | 33 | 25 | 17 | 9 1 |59 |51 |43 |35 |27 |19 |11 | 3
IP
1 49 | 50 | 51 | 52 | B3 | 54 | B> | 56 | BT | 58 | B9 | 60 | 61 | 62 | 63 | 64
IP(7) 61 | B3 | 45 | 37 |29 |21 | 13| 5 |63 | b5 |47 |39 |31 |23 |15 | 7
[P(M) = (m58,m50,...,m7)




Biiok 6urosa I P ce jiesin Ha JIeBy U JieCHY MOJOBUHHY 0oJ1 110 32 6uta (Lo u Ry). 3a cBaky
on 16 pyau ce mobuja 1o jeman nap L,, R,.

Ly = (m58> mso, ---, ms)

Ry = (m57,m49,...,m7)

L,=R, 1,1<n<16

Rn = Ln,1 +f(Rn,1, Kn), 1 S n S 16

rjae je + cabupame 6uTOBa MO MOJYJIY 2 GJIOKOBA jeJJHAKHX JIyKuHa (GUTOBCKH OIEpaTop
eKCKJIy3UBHO WiH), K, Tpe/cTaB/ba KJbyd 3a PYHIY N 4uje je JieTa/bHO M3padyHaBarbe 00-
jammeno y mojanornaaBiy 2.1, Vspauynasanje dyukimje f 6mhe mera/bHO HpeaCcTaB/HEHO
cienehe.

N3pauynaBame dyHKIuje f: Viazuu mapamerpu dyukiyje fcy R, 1 ayxune 32 oura
u K, nyxune 48 6ura, a u3ja3 je 0J10K oj 32 6ura. R, | npomupyjemo nepmyraiuomMm F Ha
0JIOK on 48 oura.

E

i 1] 2 5 10 | 11 | 12

E(i) | 32 71819
E

i 131415 16|17 |18]19]20 |21 ]22]2] 24

EG@ | 8o 1|1 |12|113]12]13]14]15]16] 17

l 25 1026 | 27 | 28 |29 | 30 | 31 | 32 | 33 | 34 | 35 | 36
E(7) 16 | 17 | 18 | 19 | 20 | 21 | 20 | 21 | 22 | 23 | 24 | 25

{ 37 | 38 | 39 | 40 | 41 | 42 | 43 | 44 | 45 | 46 | 47 | 48
E(i) 24 125 | 26 | 27 | 28 | 29 | 28 | 29 | 30 | 31 | 32 1




Ey = E(Ry)
Erg = E(R)

Ha FE, ;1 n K, ce npumemyje cabuparme Outosa 1o momyiry 2. Pesynrar ce jenn na 8
nena 1o 6 oura By, Bs, ... Bs.

Enfl + Kn = (Bn,lBn,QBn,SBn,4Bn,5Bn,6Bn,7Bn,8)7 1 S n S 16

Caku B,,;, 1 < ¢ < 16 ce Mema BpegHohy u3 Tabesne Si Tako Ja NPBU U 3aHILE OUT
onpelyjy BpcTy, a 9eTupH yHyTpallbuX OUTOBa oiapelyjy KoJony.

S1 _xxTTT
o112 ,3|4|5|]6|7|8|9|A|B|C|D|E]|F
O |14} 4 (13| 1|2 |1|11]8 |3 |10]6|12]5]9]0/|7
vzl 1ol 7414 13 1]w0]6]12]11]9]5]3]s
2 4 1 |114] 8 |13 2 11|15 12 713 [10] 5 0
31128 |2 4 1| 71]5 |11 141100 0 | 6 |13

S2 _xTTT
o112 ,3|4|5]6|7|8|9|A|B|C|D|E]|F
0 15| 1 8 (14| 6 [ 11| 3 | 4|9 T2 [13]12] 0 5 | 10
v x|l 134715 2s]1al12]o] 110 o 11] 5
2 4| 7 (11110 4 13| 1 5) 8 |12 ] 6 3 2 |15
3|13 810 1|3 |14 ]2 116 /| 7]|12 5 11419

S3 _xxITT_
o112 ,3|4|5]|]6|7|8|9|A|B|C|D|E]|F
Of10]0|9 146 |3 |15 |1 (13127 |11] 4] 2|8
vzl 13l 7]o0 slalelwol2]s]s a1
2 13|16 | 4 8 |15 3|0 |11 |1 2 12| 5 |10| 14| 7
3 1 ]10 |13 6 | 9 4 |15 14| 3 |11 ]| 5 | 2 |12

S4 _xxTTT
o123 |4|5]|]6|7|8|9|A|B|C|D|E]|F
0 7113114 3 6 | 9 10] 1 2 8 5 |11 (12| 4 | 15
vzl 113l s]iu]s lols3[al7l2]12l1]w0lalo
2 10| 6 O |12 (11| 7 |13 |15] 1 3 14| 5 8 | 4
3 3 |15 6 (10| 1 | 13| 8 |9 |4 |5 |11]12 2 | 14

10




S5 _xxxT_
o123 |4|5|]6|7|8|9|A|B|C|D|E]|F
0 2 12| 4 1 7 11011 6 8 5) 3115113 0 | 14
x 114|112 124 |7 131 |5 ]0/(15]|10 9
2 4 1 |11 ] 10| 13 8 [15] 9 | 12 3 14
3 11 12| 7 1|14 13|16 |15 0 10| 4 3
S6 _xxITT_
o123 [4|5 6|7 |8]9|A|B|C E|F
0 121 110115 | 9 2 3134|147 11
x x| 1]10]15] 4 7|12 11314 011 8
2 9 | 14| 15 2 12 0|4 10| 1 13|11 6
34132 12]9 5101114, 1| 7|6 ]0] 8|13
ST _xxxT_
oj1,2,3|4|5]6|7|8|9|A|B|C|D|E]|F
0 4 |11} 2 (141510 | 8 |13 3 |12 9 715 (10| 6 1
x 1130 (11} 7 (49| 1|10[{14]3|5>5|[12] 2 |15| 8|6
2 14|11 (13123 |7 |14|10]15|6 | 8]0 9 | 2
36|11 13]8|1]4|10/7][9|5]0/ 1|14 3 |12
S8 _xxITT_
o123 |4|5]6|7|8|9|A|B|C|D|E]|F
0 13| 2 8 (4|6 1511|1109 14 0 (12| 7
v w1153 8lw0]3]7 12] 5 11 4] 92
2 7111 | 4 1 9 |12 14| 2 0| 6 |10] 13|15 ) 8
321|147 4108 [13[1512] 9| 0] 3 6 |11

Sy = (S1(B,1)S2(B,2)53(By,3)S4(Bp4)S5(B,5)S6(By6)ST(Bpnz7)S8(Brs)), 1 <n <16

Ha S, ce npumemyje nepmyrarnuja P.

16

20

21

29 | 12

28

17

11




P
? 9 10 | 11 | 12 | 13 | 14 | 15 | 16
P(i) 16 7T 120 |21 29 | 12 | 28 | 17

P
i 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24
PGE) | 2| 8 |24 | 14[32]27] 3| 9

P
? 25 126 | 27 | 28 | 29 | 30 | 31 | 32
P(i) 19113130 6 | 22| 11| 4 | 25

a 6u ce nobmo mudpar C' Ha KOHKaTeHAI]y OuToBa 16 1 L1g ce TpuMerbyje HHBEP3HA
nepmyranuja [P~

P
i 123456789 [10[11[12[13]14]15]16
rp-igpy | 40| 8 | 48] 1656 | 2464|8239 7 |47 1555 23|63 31
P!
i |1 18192021 22[23|24[25]26|27]28[2930]31]32
p-igpy | 38| 6 | 46| 14| 54|22 62/30 87| 5 | 45|13 53| 216l 2

p!

36 | 4 |44 12|52 1201|6028 35| 3 |43 |11 |51 |19 |39 |27

Ipt

34 2 142 |10 |50 [ 18 | 58 | 26 | 33 | 1 |41 | 9 |49 | 17 | b7 | 25

C=IPYR,L,),1<n<16
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2.2.3 IlIceyno kon aaropurma DES

AnropuramM DES:

Ymaz: mopyka m, KByY k

Uznas: mmdpaT c

slice(i,j) Bpaha j 6buToBa moueBmE ox i-Tor 6uTa

for i:=0 to 55 do
K[0][i] — K[PCI[i]];
_¢[0] := _kO.slice (0,28);
~d[0] := kO0.slice (38,58);
for i:=1 to 16 do
_c[i] = _c[i-1]<<BI[i];
_d[i] = _d[i-1];
for i:=1 to 16 do
for j:=0 to 47 do
10 K[i][J] = (_e[il+_a[i]) [PC2(j]];
11
12 for i:=1 to 64 do
13 _ip[i] = m[IP[i]];
14 1[0] := _ip.slice(0,32);
15 r[0] := _ip.slice(32,32);
16 for i := 1 to 16 do
17 1[i] := r[i-1];
18 for j:=0 to 47 do

0 O Ui Wi

©

19 _e[i][j] == _x[n-1][E[j]];

20  f[i] = k[i] ~ _e|i];

21 for j:=0 to 7 do

22 _b[i][]j] := _f[i].slice(i*8,6);

23 for j:=0 to 7 do

24 s = s AS[j+1][_b[i][]j]. slice(0,1)
25 + bli][j]-slice(6,1)][ b[i][]j]-slice(1,4)];
26 for j:=0 to 32 do

27 _p = _s[i][P[]j]]

28 r[i] = _1[i=1] = p;

29 rl := r[16] + 1[16];

30 for i:=0 to 63 do

31  c[i] := _rl[IP1[i]];

32 return c;
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3 Hamaau rpy6e cuie na DES

Jequnu nosnatu HauMH Jia ce yrposu unterpurer DES-a jecre NpUMEHOM AaJrOPUTMa
rpybe cute. /lanaimu padyHapu Cy BHUIIECTPYKO OPKHU 0JI OHUX KOjU Cy TOCTOjAJIN JIeBe-
JIECeTUX TOJIMHA MPOILIOT BeKa, IITO 3HAYHU Jla Y jeJINHUIN BpeMeHa MOXKe Ja ce Immudpyje
suatHo Behm Opoj GJioKOBa OTBOpeHOr TeKcTa. 1o oTBapa MOTYNHOCT Jia YKOJUKO HaM je
IIO3HAT AP OTBOPEHU TEKCT U Iudpat, ucripoadamMo cse Moryhe KoMOuHaIMje K/bydeBa Ha
osipeheru GJIOK OTBOPEHOI' TEKCTA U TAKO JI0OMjeMO KJbyd KOjU CJIMKA JIATU OTBOPEH TEKCT Y
natu mubpar [4].

Creneha Tabena npukasyje 6poj mmdpoBaHuX OJOKOBa pa3HUX IIPOIECOpa y jeaHO] ce-
KYH/IH.

[Iporecop Bpsuna (y MHz) Bpoj mudposanux 6j10K0Ba y CeKyH/n
8088 4.7 370
68000 7,6 900
80286 6 1100
68020 16 3500
68030 16 3900
80386 25 5000
68030 50 10000
68040 25 16000
68040 40 23000
80486 66 43000

Sun ELC 26000

HyperSparc 32000
RS6000-350 53000
parc 10/52 84000
DEC Alpha 4000/610 154000
HP 9000/887 125 196000

3.1 DES Cracker

DES Cracker je mammna Koja 3a IMO3HAT IMap OTBOPEH TEKCT U IMudpaT KOpHuimhemeM aJj-
ropurMa rpyde cuse, ncrnpodaBameM CBAKOT KJbyda, HaJIa3u KJbyd KOjU je KopuiiheH 3a Iu-
dposame 1aTor OTBOPEHOT TEKCTa TaKo Ja ce gobduje natu mudpar. Mamuny DES Cracker je
Hanpasuwia opranuzaruja FFF (Electronic Frontier Foundation) manpasibena 1998. roauna
Kao Kapaugar 3a takmudeibe " DES Challenge 11" koje je opranmsoBajia RSA mabopartopuja
(RSA Laboratory). Osa mainuna je JIAKO OCBOjUJIa IPBY HATpaJly jep je ycresa Jia 3a Marbe
on 3 mana nponalje ofroBapajyhu Kibyd 3a JaTu ap OTBOPeH TeKCT u mmdpar (IpeTxoHu
pekop je 6uo 39 jaHa KOjU je MOCTUTHYT KopucTehnm Mpexy o1 JieceT Xubaja padyHapa).
Juzaju mammae DES Cracker je konnenryaJsino jeanoctaat. [Ipeacraiba padyHap ca Besiu-
KM Opojem crenujasmsoBannx qumosa (1500 qumosa) u codpTBEepoM KOju jaje WHCTPYKIMje
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YUIIOBUMA U CJIY:KH Kao mHTepdejc Ka KopucHuKy. lleo mnpojekar msrpajme marune DES
Cracker je xormrao oko 210 000 monapa ox tora 80 000 cy Komrrajan Au3ajH, HHTErPalyja 1
tectupame, a npeocraaux 130 000 je xomrTao Marepujas 3a m3rpaamy padyHapa. Crynmje
Koje cy cupoBenn Kpunrorpadu 1996. rogune cy Kao pe3ysrar JaJje IporeHy Ja ou jayKuHa
KJ/byda anropurma DES Tpebasno jga Oymae 6ap 90 6ura jga 6w ajgroputam OHMO CUTYpaH O
OBaKBUX TUIOBa Hamaza |5, 6].

[To6ospiiana Bep3uja mamune DES Cracker je koncrpyucana 1999. rojune Kao Kanmiar
3a koHKypc "DES Challenge I11". Yuanpehena pepsuja mamune DES Cracker je 3a 22 cara
u 15 munyTa ycrena jaa nmpoHale K/byd Koju ojroBapa IMo3HATOM JATOM I1apy OTBOPEH TEKCT
u mudpar |5, 6].

3.2 Hamnanx va DES cycpet Ha 1oJia IIyTa

Kpunrorpacdu cy kpajem cejamjieceTux rojiiHa JIBaJIECETOl BeKa CMATPaJH Jia CUTYD-
HOCT ajropuTMa 3a mmdpoBambe DES Moxke Ja ce yHAIpeau JTBOCTPYKHM H3BPIIABAHEM
anropurma DES (aBocrpyku DES) ca apa pasiudura Kbyda. 10 61 3HAYMIO Ja je YKyITHA
JlyzKnHa K/byda 2 X 56 6uta Tj. 112 Guta. 3a oBy AyxKuHYy K/byda mocroju 2'% ~ 103 pa-
3IMIUTAX KOMOMHAIMja K/bydeBa. Kaja Ou ce 3a ¢cBaKH IOKYINA] K/byda YTPOIIIIA 110 jeTHa
MHIKPOCEKYH/Ia 32 CBe KOMOMHAIje KJbydeBa 6uso 6u norpedbno 10?2 gama, Tako 1a je MOKy-
maj Jia ce TPyoOM CHJIOM OJf TTapa OTBOPEHOT TeKcTa U mudpara Jo0uje Kibyd y MOTIyHOCTH
Gecmucien [2].

JTurioMupanu CTyIeHT eJleKTpoTexHndkor daxkyarera na Crandops Yausepsurery (emr.
Electrical Engineering Department of Stanford University) Bajrdumna Jducdu (ernr. Whitfield
Diffie) n acucrent esrekrporexandkor daxymarera Ha Crandop Yuusepsurery Maprun Xeir-
man (enr. Martin Hellman) cy 1977. roxune o6jasusu pas [10] y Kome cy onumcann Hama/ Ha
nsocrpyku DES koMme je jat Ha3uB cycper Ha moJia nyTa (eHr. Meet-in-the-Middle). Y osom
paJiy cy mokasaJjiu Jia Kopuiiherse JBocTpyKor DES aaropurma HeMa HUKAKBe TPEJTHOCTU Y
oznHocy Ha obuvan DES (2, 10].

Cycper Ha mojia IyTa je HalaJ KOju MOXKe Ja ce IPUMEHH Ha OMJI0 KOju OJIOKOBCKH
aJIropuTaM 3a MmudpoBarbe KOju KOPUCTH BUITIE K/byUeBa 3a MU(MPOBAHE HCTUM aJITOPUTMOM.
Hamna nogpasymesa j1a cy O3HATH ITap OTBOPEH TEKCT W IMHU@pPAT.

Hexka cy:

C= Eb(kb; Ea(kaa P))a (1)

P = Da(ka;Db<kb7C>>7 (2>

e je C' mumdpar, P orBopen Tekcr, F ajaropuram 3a mudpoBaibe u D ajaropuram 3a Jie-
mudposaise |2].
U3 mspaza (1) u (2) Moxke ce 3aKIbYIUTH JIa je:

Db(l{ib, C) — Ea(k’a, P) (3)

[Tormrro ¢y mo mpernocrasnu map mudpar C' U OTBOpeH TeKeT P IMO3HATH, IpaBu Ce Ta-
OeJta ca pesyiTaTHMa AaJITOPUTMa 3a IMHIMPOBabe 3a CBaKy KOMOMHAIM]Y KJbydeBa 3a jeIHy
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crpany jennakoctu (3). Heka To Oyue na npumep E,(k,, P). Y tabeny ce ynucyjy pesyi-
TaTU 3a CBaKy MOryhy KOMOMHAIW]Y KJ/bydeBa IPUMEHEHOr ajJropuTMma 3a IudpoBamke Ha
orBopen Tekct P. Tabenry Ttpeba copruparu 1o JoOMjeHHuM pe3y/ITaTuMa Jia Ou ce KacHUje
CMAIIIO BpeMe MpeTPayknBarmba Moje [uHATHOr pe3ysiTaTa y Tabean. 3aTuM ce padyHajy pe-
3yJITaTH aaropuT™Ma 3a jemundpoBame Apyre crpade jenanakoctu (3) 1j. Dy(ky, C) 3a cBaky
Moryhy KombuHaImjy kjpydeBa Ha mudpar C. Pesynratu mo0ujenn Ha OCHOBY JieBe CTpaHe
jemnakoctu (3) Dy(ky, C') ce Tpazxe y Tabesn ca pesyaraTuMa JeCHe CTpaHe jeHaKoCTH (3)
E.(kq, P). Tpazxenu K/by9eBu aJaropuT™a KOju cy OMJIN HEIO3HATH Cy T1ap KJbydeBa KOjU ce
HOKJIAIAjy Mo rope HaBeJeHoM ajroputmy [2|. Wiycrpanmja Hamaga cycper Ha moJia IyTa
Ha OJIOKOBCKE aJITOPUTME je TTPUKa3aHa Ha CJIIH 7.

Ea(ka,P) : Dy (kp,C)

AN
/ N\

nopehetse peayntara

COpTI aH
COPTUPakK ca BpeOHOCTAME Y

RELSENT

pesynTaTti

Cmuka 7: Wnycrpanuja Hanaj a cycpeT Ha IMOJIa MIyTa
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4 IIporpammuparme BoheHo TokoM mogaraka. Makcesep
aKIilejiepaTop U pa3BOjHO OKPYKeme

[Tporpamupame Boheno Tokom mojaraka (enr. Data flow programming) je mporpamcka
nmapajiurMma Koja je Hacrtaja CpeIuHOM JBajieceTor Beka. MelyTum, padyHapu Koju IMOIpP-
’KaBajy OBY IMapaJIiTMy Cy 3aXKUBEJIN y Mpojaju Tek HepaBHo. lIporpamm koju cy nucanu
KopumihemeM OBe MapajiurMe He KOPHUCTe Xap/Bep Ja O KOHTPOJUCAJIN TOK Tojaraka Beh
MO UKY]Y Xap/Bep Tako Jia YIa3H! [oaIy caMo poly Kpo3 Taj xapisep mpaBehu pesyii-
Tar. Bpeme nmorpebHO 3a M3BpIIaBambe IIporpamMa IMICaHIX KOPUIIhemeM IapajaurMe BoheHe
TOKOM TI0/[aTaKa, je BUIIECTPYKO CMarheHO jep omoryhasa BUIECTPYKY Hapasesmsanujy [7].

Pauynapu koju mojiprkaBajy mporpaMupare BoheHo TOKOM IoJlaTaKka ce OOUIHO KOPUCTE
Kao akIe/iepaTopy 3a MporpamMe KOju Cy MUCAHW KOPUITNEHeM MapajiurMe KOHTPOJUCAHOT
toka nojaraka (enr. Control flow) kaJ je moTpebHO Ja ce mapaJennsyje U3BpIIaBambe YHyTap
netbe |7].

Makcesiep Texuosioruje (eur. Maxeler Tehnologies) je jeana ox Bojgehux kKoMmnanuja Koja
IpyzKa Xap/iBepckKa u copTBepCKa pelemna 3a mporpaMupare BoheHo TokoM mojgaraka. OcHo-
oBana je 2003. rojuHe U OJ] TaJia YCIEITHO BJIaja TPXKUMITEM. 3a MUCahe IporpaMa BoheHnm
TOKOM TOjIaTa Ha akKIleJepaTopruMa Koje IPpOU3BOIN KOMITaHU]a MaKceJiep KOPUCTH Ce jJe3WK
koju je 3oBe MazxJ (Maxeler Java). MaxJ je nanorpajma jesuka jasa (enr. Java) u cajgpixu
JIBE BpCTe IPOMEHJbUBHUX, coTBepcke u xapBepcke. CodTBepcke MPOMEH/bUBE CY IIpey-
3eTe U3 je3nKa jaBa U KOPUCTE ce TOKOM KOMIIWJIAIMje U HAKOH TOTa HECTajy, a XapIBepCKe
IPOMEHJBHBE Cy 3alPaBo OHe Koje oxpeDhyjy Tok mojaraka [9].

4.1 Apxutektypa Makceisep akiiejepaTopa

Makcesiepos akieseparop ce cacroju u3 suiie jeaunuiia DFE (Dataflow engines). Jeana
DFFE jenuuuna caJizKu CBOjy JIOKAJHY MEMOPHU]Y KOja moBe3ana ca mporiecopoM. [locroje ase
Bpcre Memopuja y DFE: 6p3a memopuja (enr. Fast Memory) Koja mva KamanuTeT HEKOJIUKO
Mera0ajTa, aji UMa BEJIMKY Op3WHY IPOTOKA IoJlaTaKa, YaK U JIO HEKOJUKO Tepadajra y
ceKyH/ i 1 Besmka Memopuja (enr. Large Memory) Koja uMa Kamaiurer BeJIMIUHe HEKOJIUKO
rurabajra |7, 9|.

[TocToju Buie Tunosa apxurekrypa Makcesnep akiejiepaTopa Koje cy MoJie/beHe y cepuje
MPC-X, MPC-C' uw MPC-N 9.

Cepuja MPC-X (ciuka 8) mpeJicTaB/ba apxUTEKTypPy Koja caapxku sutie DFE jeauaura
Kao JIeJbeHH pecypc Ha Marucrpasu. OBa apxuTeKTypa ce 300 BeJuKe Op3uHe U BEJIMKOT Ka-
nanurera MeMopuje (10 768 rurabajra) KOpUCTH Kao cepBep 3a Koje ce IIaHupa BeJIuKu 6poj
KopucHuka, cepsuce Ha obsaky (enr. Cloud service), HPC (High Performance Computing)
kyracrepe [9)].
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Infiniband

—

SWITCH FABRIC

MaxRing

Dataflow Cores

Cimka 8: Apxurekrypa Makcesep akneneparopa cepuje MPC-X

Cepuja MPC-C' (cnuka 9) npejcraBba apXUTeKTypy Koja omoryhasa Besnky Op3uHy
komynukaruje uzmehy DFE jenununia u nporecopa. OBa apXutekTypa ce KOPHUCTH 3a pa-
3BHUjarbe CJIOXKEHHX aJIropuTaMa 3a Koje 6u Tpebasio 10 H0 cepBepa ca IPOCETHOM jadHHOM
porecopa y3 OrPOMHY YIITE/Iy eJeKTPUTHE eHeprije U MaTepujaIHux cpejcrasa [9)].

Ethernet

or
Infiniband

PCI EXPRESS
MAXRING

MaxRing

DFE

Dataflow Cores

Cmuka 9: Apxurekrypa Makcenep akmeneparopa cepuje MPC-C

Cepuja MPC-N (ciuka 10) mpejicraB/ba apXUTEKTYpy KOja MMa CKOPO HEIPHMETHO Ka-
mberbe y Komynukanuju DFE jenununa u uporecopa. OBakBa apxuTeKTypa omoryhasa
JINPEKTHY Be3y ca jequmHunama DFE Kpo3 Kojy MoKe jJa Ipohe BeIMKa KOJTMIMHA 110/1aTaKa
3a KpaTKo Bpeme [9].
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*SFPO 1
- SFP+ 2
] CX4

10GigE

- SFP+ 1

- SFP 2
— CX4

PCI EXPRESS

Dataflow Cores

MaxRing

Cruka 10: Apxurekrypa Maxkcesnep akieneparopa cepuje MPC-N

4.2 IlporpamabmuiaHa AUTUTAJIIHO MHHTerpmcaHa Koja FPGA

FPGA (Field programmable gate arrays) (cimka 11) je qururaasno HHTErprcaHo KOJIO KOje
nMa MOTyNHOCT TIporpaMupara HAKOH 3aBPIeHe TPOU3BO/Ibe, Mel)yTuM MOXKe J1a ce mporpa-
MEpa caMo jeganmnyT (eHr. one-time programmable). VY ojHOCY Ha oCTaJa JAUTUTAHA KOJA
ca moryhronthy mporpamupama kKojna FPGA mMmajy MpeIHOCTH 3aTO MITO Ce JIAKO ITPOrPAMIE-
pajy, HECY CKyIia U Jiako ce HabaBasbajy. Koma FPGA cy nacraia 80-ux rojuHa JiBaJieceTor
Beka. Haryim nmopacr xopunihemwa FPGA koisa modeo je 90-ux roamna ca pacToM yrorpeode
KOMYHUKAI[MOHIX TE€XHOJIOIHja 1 MHTepHeTa [8].

4.2.1 IIporpamupamwe FPGA yunoBa

Texmosioruje Koje ce najuyenihe Kopucre 3a nporpamupame FPGA gunosa cy: antifuse,
SRAM n FLASH EPROM. OBe TeXHOJIOTHje MOI'Y Ce padyMeTH YKOJHUKO Ce pa3yMe TeXHO-
noruja fusible-link |[8].

Texnosoruja fusible-link

FPGA «unoBu KylubeHU 3a mporpamuparbe y rtexuosoruju fusible-link (cauka 11) ca-
JIpKe OCUT'ypave Ha CBUM BPEIHOCTHMA YJIA3HUX IPOMEH/bUBUX U IbUXOBUM KOMILJIEMEHTUMA.
Kombunaruje yiazuux BpeHOCTH U KOMILIEMEHATA ITPOMEH/bUBUX [IPEJICTABIBA]Y yJia3 y KOH-
jykmmje koje hopmupajy nzinas. Ilporpamupame FPGA gunoBa kopuiihemeM TeXHOJOTH]je
fusible-link ce mocTuzke caropeBameM OCHTypada Ha BPETHOCTHMA YIA3HUX MPOMEHJbUBUX
WK BPEJHOCTUMA IbUXOBUX KoMILIeMeHaTa. CaropeBameM ocurypada IpeKn/ia ce Besa ojipe-
Dene BpeJiHOCTH y/Ia3HUX NPOMEHJBUBUX W yJsa3a y KOHjykimje. Ocurypadu ce caropeBajy
npomyirameM Behier Hamona Ha yiase ojapehennx npomensbuBux. FPGA aunosu y fusible-
link TexXHOJIOTUjU Ce MOTY TTPOTPAMUPATH CaMO jeJIAHITYT jep ce OCUT'Ypadu KOjU Cy IIPEropen
He MOI'y 3aMEHWTH WM perenepucaru |8].
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Nako ce Texnoosioruja fusible-link 3a nporpamupame FPGA 4unosa Buille He KOPUCTH
[peJcTaB/ba 10bap MpuMep 3a pa3yMeBaibe OCTaInX TeXHOJIOruja 3a mporpaMmupaie FPGA

qunosa [§].

Fuses Logic 1

a o TAVAY ; > <. 4— Pull-up resistors
h < S

F *
AN
bV v AND

) Faf
‘DQ—‘ \ -”\'\.;—‘ -
NOT & )<ay=0(NA)

Fot

AN
AVAY.

NOT

Crmuka 11: IIpumep naunmjannor FPGA «auma 3a nporpaMupare TEXHOJIOTHjoM fusible-link

Texuonoruja antifuse

FPGA gunosu koju Kopucte TexHosiorujy antifuse (cimka 12) 3a nporpamuparbe (OyHK-
IMOHUIIY Ha cylporaH HaduH oj FPGA uunoBuMma Koju Kopucre Texnosornjy fusible-link.
Kymbenn aumoBn 3a mporpamMuparbe y TeXHOJIOTuju antifuse He cajprke HU jeTHY Be3y BPeJl-
HOCTH YJIa3HUX IIPOMEH/bUBUX HUTH HUXOBUX KOMILJIEMEHATa ca KOHjyKIljaMa Koje IIpe/icTa-
B/bajy u3nas. [Iporpamupame FPGA qunoBu ca TeXHOIOTHjOM antifuse ce BPIIN J0aBaHEM
ojipeheHnx Besa Ha y/jaasHe MPOMEH/bUBE WK HhuXoBe KoMmiuiemMeHTe. FPGA dumnoBu y Tex-
Hosoruju antifuse ce Takohe Mory mporpaMupaTH caMo jeJaHIIYT jep ce JoJaTe Bese ce He
mory ykjoruTn. OBako nporpavupanu FPGA qunoBn nmajy BeuKy Op3uHy U TPOIIE MaJjio

crpyje [8].

4 Logic 1
Unprogrammed g
antifuses
<
a o> J i * ; } < «— Pull-up resistors
<
Do — L
NOT D—q y =1 (N/A)
b5 = | h AND
NOT

Chauka 12: Ilpumep manmujaaaor FPGA unia 3a mporpaMuparme TEXHOJIOIHjoM antifuse
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TexHoJsioruja nporpamMmupama unna Ha ocHoBy SRAM memopwuje

Texnosoruja 3a nporpamupate FPGA annosa na ocaoBy SRAM (Static Random Access
Memory) je najuenthe kopumihena rexuosnoruja. FPGA aunosu koju kopucre SRAM rexHo-
norujy cajp:ke Besmku 6poj SRAM hemmja (cmuka 13). SRAM henuja nma ocobuny jia qyBa
npocyeheny BpeIHOCT CBe JIOK YHUIl MMa eJIeKTpundHor Hanajama. Mana SRAM rexunosoruje
3a nporpamupame FPGA aumosa je To mTo ce 3a u3paay hesmje KOpUCTH MIeCT TPaH3UCTOPa
1 IIITO Ceé HAKOH HEeCTaHKa eJIEKTPUIHOL Hallajama ryde cBe mporpaMupane speanoctu SRAM
hesmja. Mehyrum 6urna mnpejHocT je y Tome 1o ce FPGA aunoBu mporpaMupanu y Tex-
Hostoruju SRAM wmory usHoBa nporpamupatu [8].

EDIS |

Chauka 13: IIpumep SRAM henuje FPGA auma

TexHosioruja nporpamMmmupama uuna Ha ocHoBy FLASH memopuje

Texmosioruja nporpamupamba FPGA uunova na ocnosy FLASH memopuje je HOBHja Tex-
HOJIOTHja KOja je Hacraja OJi TeXHOJOruje 3a nporpamupare unnosa EPROM (erasable
programmable read-only memory). V ununujasnom senporpamupanom craiy EFPROM FPGA
YUIIOBU CaJIPKe HEHAIyHheHe KOHTAKTe KOju HeMajy YTHIlaja Ha ocTaTak duma. lIporpamu-
patbe FPGA uunoBa ca FPROM TexHOJIOTHjOM ce BPIIH IPOIYIITAHEM BEJIUKOT HAIIOHA
n3mel)y KonrtakaTta u y3embema. [Ipomene cy gocra crabuiiie u 10J] HOPMAJHUM YCJIOBAMA
pajia MOry Jla OCTaHy He IpOMerhbeHe JakK U 10 jeceT roguna. OBaKo MporpaMupaHu KOH-
takT y FPGA auniosuma ca EPROM TeXHOJOTHjOM MOTY Jla CIyZKe Kao MeMopHjcke hesmje
(couka 14) [8].

T Logic 1

\- .
<_ «+— Pull-up resistor

Row
(word) line

L.

EFPROM A

transistor Column

(data) line

Logic 0
Cnuka 14: Ilpumep FPROM henuje FPGA quna

Hanpemauja Bepsuja rexunke FPROM 3a mporpamuparse FPGA gunosa je FEPROM
(electrically erasable programmable read-only memories) uuja je Benmunna hesnumje jBa umo
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nyTta Beha oy ekBuBasientne KPROM Thenuje jep caipKu JiBa IyTa BUIIE TPAH3UCTOPA W
JIOBOJbAH pa3Mak m3Mbhy Tux Tpansucropa [8].

FLASH rexnosoruja 3a nporpamupame FPGA qunoBa MoxKe J1a UMa CJIMYHY apXUTEK-
Typy ka0 EPROM win EEPROM. Iloctoju moryhuoct na ce neo FPGA FLASH «un Bpatu
Ha nHUNMjaJHO crame. FPGA FLASH dumnoBm Tpole MaJio eJIEKTpUIHe eHepruje, 6p3um cy
U MOTY Ce U3HOBa mporpamuparu [8.

4.3 IlIpeBohemwme nporpama kopuriirthewmem MakcesiepoBor komMIiajjaepa

[Iporpam mucan 3a kopuiihieme MakcesepoBor kommajiepa (enr. MaxCompiler) ce ca-
CTOjU OJ BUILE JIATOTEKA KOje MOy Jia ce CBPCTajy y Tpu rpyte: Kepues (enr. kernel),
Menaiep (enr. manager) u nporpam 3a nporecop (eur. CPU) [7, 9].

Kepmnes maroreka je qaroreka Koja ce nuiie Ha jesuky MaxJ u npejacTaBiba JIeo IporpamMa
KOjU caJIp2Ku m3padyHaBaiba Koja he 6utm mmijieMenTupana Ha xapjsepy. [Iporpam mozxke
Jla cajipKu BUIIe KepHeJ1 gatoreka |7, 9.

Memnariep maroreka ce Takohe nuie Ha je3uky MazJ n unnu Besy usmely KepHesia, 1mpo-
necopa u pajgae Memopuje (ear. RAM). Moxke ja mocroju camo jejHa MeHAIiep JaToTeKa
[7,9].

[Iporpam 3a mporecop mpeactaBiba jgeo koda koju je moryhe mumcatu Ha jesurmma C'
u C++ u npejcraB/ba 10 KOju he mporpaM KOPUCTUTH 32 YUTAE W MHCAe M0IaTaKka Y
KepHeJI Wi paJHy Memopujy [7, 9.

Komnuranuja MakcesepoBuM KOMITA]IepOM MOXKe Jia Tpaje JyxKe Bpeme (10 HEKOJUKO
caTH 3aBHCH O] CJIOKEHOCTH IIporpaMa), ajli je 3aTO MOKpeTame mporpamMa BeoMa 6p30 (He-
KOJINKO MUJIMCEKYH/M). MakcesepoB KOMIIajjiep IpeBo/in HaBeJIeHe JIATOTeKe HCaHe Ha je-
3uky MaxJ y naTtokeke Koje mnpejcraBbajy ausaju FPGA ca eKcTeH3MjoM .max U Be3yje ux
ca komnajiupasoM C wiu C++ narorekowm |7, 9]. Tlpumep npesobemwa MazJ xkona na FPGA
(comka 15)

class MovingfwerageSimplebamel exiends Fermsl |

Blipaf(paramealamn|

DFEVar » = leimpul]"x", dieFloal (@, 24},
DFEVar preyv = stream.ollsslz, —1);
DFEVar nexl = slreamoallsed|x, 15
DFEVEF SUMM = pFay + % + nexl

DFEVar rasull = sum ' 3;

o oulpani“y", resull, dieFloalid, 245},

Cimka 15: Ilpumep kommnuianuje KepHes jgaroreke Ha FPGA nuszaju
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5 Peanuzamnuja nanaga aa DFES n pesyiararn

Kopunrhemewm akneneparopa Mazxeler nobuja ce moryhHocT mapaJiesin3aliyje mporereca
mudpoBama OTBOPEHOT TEKCTA Ca CMarbeHOM IOTPOIIHOM eJIeKTPUYIHE eHepruje. AKkiesie-
paTop napaJsie/in3aIujoM Iporeca mudpoBama 0TBapa MOIYHHOCTH peaJin3aliije Hamajga ca
[TO3HATUM [TAPOM OTBOPEHU TEKCT, I pat Ha cucrem DES ajropurMoMm rpybe cuiie.

3a pasBoj nporpama kopuiiheno je okpyxkee MarIDE na qucrpudynuju gunykca CentOS.
Oxkpyxkemwe MarIDE canpxu npesoguon MaxCompiler Koju Ha OCHOBY KOJia HAIMCAHOI' Ha,
BHUCOKOM j€3UKY T€HEepHIIle Xap/IBEPCKY MMILJIEMEHTAIIN]Y.

[Iporpam ce cacToju o jejia IMUCAHOT 3a IIPOIECOp KOjU reHepHlIle cBe Moryhe KoMOnmHa-
nuje 6uTOBaA KJbyda Jly’KuHe H6 OMTOBA, IMPHUIIPEMa MEMOPHU]Y 3a UyBaibe pe3yjTaTra KOju ce
s100mjajy 1o u3BpIaBamby HapaJen30BaHor jeia koja. OBaj /1eo Koja je MHcaH Ha je3uKy
C' u 1npu U3BpIIABaIbY MIPOI'paMa U3BPINaBa Ce Ha IJIABHOM IIPOIECODY.

Hpyru jeo mporpama je KepHeJ JaToTeKa Koja je nucana na MaxJ. OBaj meo koma aura
O6uTOBe KJbyda Ipocjehene o KepHeJI JIaTOTeKe TTPEKO MeHallep JIATOTEeKe W BPIIU IepMyTa-
nuje HaJi IbuM reHepunyhu 16 k/bydeBa 3a npuMeny y pysjaama. [Ipeko Mmenarep jgatroreke
npociehyje ce jorr u nopyka Koja 0u Tpebasio na ce mudpyje. [lopyka nposasu kpo3 16
pyuau y3 nomoh 16 remepucanux KibydeBa u TpaHcdopMmuile ce y mudpar KOju ce Mpo-
ciehyje (mpeko Menapep JaToreke) KepHeJ JaTOTelH KOju Ta YIucyje y npeaBuheHu Jeo
memopuje. Ko kepHes jaroreke ce npeBojin Ha gurutainu au3aju FPGA kona. Osaj jieo
KoJ/la je moryhe m3BpimaaTu mapaJgesiHo Ha Mazxeler akieneparopy.

5.1 Omnwuc gesa Kojaa KOju ce M3BPIIIaBa Ha IIPOIECOPY

VY nmesty Kojia KOjH je IHCaH 3a U3BpIIaBaibe Ha IIPOIEcOpy HEOIIXOIHO je 00e30e T oIpe-
heHn MeMopujcKu IIPOCTOP KOju he ce KOPUCTUTH 3a UyBakhe IojlaTaka Koje Tpeba Ipoce InTu
KepHeJI JJATOTeI U TojlaTaka Koje Tpeba mpey3eTu oJ1 KepHeJl JaTOTeKe. 3a ajlolupehe Me-
MOpUje KOPUCTHU ce TUIl wint64 t jep oaroBapa BeJudnHU OJioKa (KJbyda WM HOPYKe) KOju
ce KopucTu 3a mudposame ajropurmom DES.

uint64 t size = 0x100000000000000 ;

uint64 t part = 0x4000000000;

uint64 t sizeBytes = part x sizeof(uint64 t);
uint64 t xkeys = malloc(sizeBytes);

uint64 t *xresult = malloc(sizeBytes);
uint64 t message = 0x0123456789ABCDEF;

for (uint64 t i=0; i<size; i++){
keys[i%part] = i;
if(size % part part —1)
DES(message, size, keys, result);

Hapesienn jeo koja asjornupa MeMopujy 3a oiapehenn 6poj komOunalmja (BesndnHa ce
qyBa y NPOMEH/bUBO] part) Kbydesa (keys) m MeMopujy 3a ynucupBarbe pedysrarta Koju he
ce KOPUCTHUTHU Y jeiHOj pasdmenu uHdoOpMaluja ca Kepres jgarorekom (result). Ipomemusa
stze TpeJIcTaB/ba YKyIaH Opoj KOMOMHAaIMja KJ/bydeBa, a IIPOMEH/bUBA MesSsage TPeIcTaBIIja
OPyKy KOjy Tpeba mmmdposaru. Iletsba HaBegenor koja mosuBa dyHKIHMjy DES Kaga ce
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[IOITYHU BeJInvunHa Hu3a keys. BpenHocT koja npejcrasiba 6poj KibydeBa KOjU ce Ma/by KepHeI
JIATOJIENIN Y jeJIHO] uTepalyju (part) 3aBUCH 07 MEMOPHje KOjy aKIeJepaTop Moceyje.

Oynknuja DES(message, size, keys, result) je meduHumcana y KepHeJ JTaTOTEIN U He
U3BpIIIaBa ce Ha ITPOIECOPY.

5.2 Omnwmc KepHeJI JaToTeKe

Kpaen maroreka campzku nmiieMentanujy dbyuknuje DES. Jla 6u ce mpomeH/bUBE Koje
cy necduHUCaHe y Jey KojJda KOjUu ce U3BPIaBa Ha IPOIECOPy U IIpeHeTe MOMOhy MeHariep
JIATOTEKe MOTJIe KOPUCTUTHU, OTpedbHO je nedunucatu DFEVar Ttumn nmpoMeH/bUBIX KOjUMa,
he ce gomenuTu npenere BpeaHocTu. Ko KepHes JaToTeke ce u3BpliaBa MapaJsie/iHo 3a CBaKy
[I0jeINHAYHY BPEIHOCT HU3A.

DFEVar key = io.input ( , bit64 t);
DFEVar message = io.scalarInput ( , bit64 t);

Cgako jesrpo Mazxeler akneneparopa y3uma rmocebny BPeHOCT u3 Hu3a keys Koju cajpzKu
eneMeHTe Tuia bit6 ¢ W ymnmcyje mweroBy BPeIHOCT y mpoMeHsbuBy key tuma DEFEVar. 3a
quTame MopyKe mpociehene mpeko MeHalep JaToTeke je crBap maJjio jpyraduja. llomro je
[IPOMEH/bUBA KOja ce mpociehyje tura bit6) t ucra BPeIHOCT ce UYUTa 3a CBAKO je3rpo u
yIucyje y mpoMeH/buBy message tutia, DFEVar.

3a padyHame mepMyTaluje 6GuToBa KOPUCTH ce Merofa slice (slice(int pos, int len = 1)
Bpaha len 6uToBa modermmm o OuTa Ha no3unuju pos. OBa MeTOJa je MeToJla MPOMEHJbUBE
tuia DFEVar. Edukacha je jep ce m3BpIaBa Xap/IBPECKH) U OIEPATOD HAJOBE3UBAIbA #.
Ha npumep 3a pauynamwe PC-1 mepmyTarigje Kbyda MOXKE e UCKOPUCTUTH CJiejiehu Kot
DFEVar k =

key.slice (6)# key.slice (13)# key.slice (20)# key.slice (27)# key.slice

(34)# key.slice (41)# key.slice (48)

# key.slice (55)# key.slice (5)# key.slice (12)# key.slice (19)# key.slice

(26)# key.slice (33)# key.slice (40)

# key.slice (47)# key.slice (54)# key.slice (4)# key.slice (11)# key.slice

(18)# key.slice (25)# key.slice (32)

# key.slice (39)# key.slice (46)# key.slice (53)# key.slice (3)# key.slice

(10)# key.slice (17)# key.slice (24)

# key.slice (0)# key.slice (7)# key.slice (14)# key.slice (21)# key.slice

(28)# key.slice (35)# key.slice (42)

# key.slice (49)# key.slice (1)# key.slice (8)# key.slice (15)# key.slice

(22)# key.slice (29)# key.slice (36)

# key.slice (43)# key.slice (50)# key.slice (2)# key.slice (9)# key.slice

(16)# key.slice (23)# key.slice (30)

# key.slice (37)# key.slice (44)# key.slice (51)# key.slice (31)# key.slice

(38)# key.slice (45)# key.slice (52);

Hageienn ko1 Bpiim nepMyTariyjy Ha/l IPOMEH/BUBOM key Tako IMITO moMohy metojie slice
U3BJIaYN OMTOBE Ha JATUM IIO3HUIIMjaMa M HaJaoBe3yje uX momMohy omeparopa #. Pesynrar ce
ynucyje y npomensbusy k tuna DFEVar

Taxobhe MmeToj1a slice ce MOYKe KOPUCTUTH 3a padyHambe JIeBe U JIeCHE IMOJIOBUHE TIEPMYTO-
BaHOI KJby4a MU3/[BajarbeM y3aCTOIHUX OUTOBA.

DFEVar c0 = k.slice (28,28);
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[N

DFEVar d0 =

k.slice (0,28);

Oneparop eKCKIy3uBHOT Win

DFEVar ke = k ©

€5

MOXKe Jla ce KOPHUCTHU U 3a npoMmensbuBe tutta DEFEVar.

Jean o HAYMHA Jia ce MPHUCTYIN BpeJIHOCTHMa Tabesaa S Koje cy KOHCTAHTHE je Jia UX

YyBaMo IIPUIIPEMJ/bEHE Y MEMOPU]U.

private static final double S val[] =

{
s1,

s2,
S3,
S4,
S5,
S6
S7,
S8

}s

private final Memory<DFEVar> S = mem. alloc (bit4d

t, 512);

Hagenienu ko ymmcyje y MemMopujy akiejaeparopa cajip:kaj tabena S.
Yurame BpeIHOCTH 3a JiepuHICaAHEe MEMOPHUjCKE JIOKaIje S MOy Ce IPOYUTATH METO/IOM
read. Ilpumep oBe MeTosIe TPUIMKOM dnTama u3 Tabesra S j1ar je y Komy:

DFEVar s =

S.read (constant.var(bit3 t,

(43, 4))
#S. Iead(c011sta11t

(37, 4)
S rea
4)

+# S read

d
(25, 4)
# S.re dd

(19, 4)
# S. Iead

(13, 4)

constant

)
(
)
(
)
(
)
(
)
(

# S. read constant .

(7, 4))

# S.read (constant.

(1, 4));

constant .

constant .

constant .

var (bit3 _t

.var (bit3 t

var (bit3 t
var (bit3 ¢t
var (bit3 ¢t
var (bit3 t

var (bit3 t

S

)

)

)

)

)

)

)

s_

S

S

S_

Si

S_

S

table [1])#ke .
_table [2])#ke.
_table [3])#ke.
table [4])#ke .
table [5])#ke .
table [6])#ke .

_table [7])#ke.

slice (41)#ke.
slice (35)#ke.
slice (29)#ke.
slice (23)#ke.
slice (17)#ke.

slice (11)#ke.

_table [0])#ke.slice (47)#ke.slice (42)#ke. slice

slice

slice (36)#ke.
slice (30)#ke.slice
slice (24)#ke. slice
slice (18)#ke.slice
slice

slice (12)#ke.

slice (6)#ke. slice

slice (5)#ke.slice (0)#ke. slice

5.3 IIpeBobheme, mokperame 1 pe3ysITaTu IMporpama

3a mpesolheme u nokperame mporpama Kopuihena je MAXS Vectis Mazxeler xapruma
Y kapruru vHanasu Xilinz-oB FPGA wun Virtex

koja uma 24G'B DDR pajue memopuje.
[IpeBoheme mporpama Ha 0BOj KapTuiy Tpajajo je 17 munyTa u 4 cexyHje.

6 SXT/75.

Ha ocnoBy Mmepema rmepdopmancu nporpaMa 3a KibydeBe jyzxuuae: 20, 25, 30, 35 6utoBa
yrBpheHo jia 6u Ha OBOj KapTUIM HAIAJl ca IMO3HATHUM IApPOM OTBOPEH TEKCT W Iudpar
MOTAao0 Jla ce U3BPINH 3a 23 jJaHa.
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6 3ak/pydak

[Tomohy akmeneparopa Mazeler (xapruriom MAXS Vectis Mazeler) nanan rpy6e cuie
na DES ca mo3HaTuM mapoM OTBOPEH TeKCT U I par Moryhe je yCIIenHo U3BPIITATH, KO-
pucrehn pa3BujeHH TpoOrpam, y BPEMEHCKOM PUHTepPBaIy of 23 maHa. Y pajy je JieTajbHo
oImcaH MOCTYIaK IdpoBamba ajroputMom DES, Kao 1 HAYMH Ha KOjU OU ce aJIrOPUTaM MO-
rao umiieMeHTupaTu Kopucrehu oxkpyxkeme MarIDE ca npesoguoriem MaxCompiler. Pag
caJKU U OINC HAYWHA PaJia U CTPYKTYpe IIporpaMa 3a MoKperame Ha akieneparopy Maxeler.

ITepdopmance nporpama npeseneror MaxzCompiler-om 3aBuce o nepdopmancu Mazeler-
OBOTI' aKIlesiepaTopa. Bpemencku nepuos of1 23 maHa 3a yCIIENTHO U3BPIIaBarhe Hala1a rpyoe
cuje 6u MOTJIO Jla ce cMarbu KopuilthemeM akiiesiepaTopa ca BehoMm MemMopujoMm, Koja oMory-
hyje Bure napaJseasHux oopajia.

Bepsuja anropurma DES koja je ycmena ma ce onpzu 70 ganac je rpoctpyku DES (Triple-
DES). Tpocrpyku DES je aaropuram Koju Tpu myTa mudpyje 670K OTBOPEHOT TEKCTa [PU-
memsyjyhu anropuram DES ca jpa pasindanta Kibyda (IIpBH KJbyd je jenHak Tpehem). Oba
Bep3uja anropurma DES je curypHuja o1 OCHOBHE Bep3uje aJropuTMa.

Hamna s rpybom cutom ua anroputam DES ca mo3HaTuM mapoM OTBOPEH TEKCT U Imudpar
je ycrienrHo M3BpINEH 3a Marbe OJf JIaH nporpaMubuaauM dumnom Spartan-6 LX [12]. Hanan
rpybom cumoma Ha ajaroputam DES Huje Buiie nuTtame MoryhHocTH, Behl muTame MOCTUTHY-
TOT' BpEMeHa.
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